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COER University
END SEMESTER EXAMINATION, EVEN SEMESTER, 2023-24
Time : 3 hour Semester VI Total Marks : 100
Program Name : B.Tech Branch/Specialization : Cyber Security
Course Code :SOC308 Course Name : Data Privacy
Note: All questions are compulsory. No student is allowed to leave the examination hall before the completion of the time.
Q. No 1 | Attempt Any Four Parts. Each Question Carries 5 Marks. co | BL |
(a) Compare discretionary access control (DAC) and mdnd.llur\/ access control (MAC)| CO 1 ] 2 |
| models B ' i
(b) Summarize regulatory frameworks such as HIPAA and GDPR in the contextf CO1 | 2 |
_of medical privacy. i 7 o ,
(c) Explain the consequences for organizations failing to adhere to their stated privacy CO1 | 2 ;
\\H\iu |
(d) I!Iuslrlm mmnrmnu. of pn\.u\ in the context of pt.rsnndl data, - coi | 2 |
(e) E \pl 1n the concept t;l_d._ﬂ_g@_hl_cauhe and their impact on privacy. e rCO 1|2
Q. No 2 Attempt Any Four Parts. Each Question Carries5Marks. | CO [ BL
(a)  llustrate real-world applications where mathematical models have been used to| CO2 | 2
assess data sharing practices and [1(ll|gli§ o
(b) Discuss the role of data lakes in handling the scale and diversity of modern ddla' co2| 2
_environments. 7 I S B * ]
(€)  Discuss key points behind the data explosion phenomenon. BaE T coz 3
(d)  Discuss following approaches to modeling data sharing practices :- 1 €Co02 | 2
1) Graph-based models 2) Bayesian networks. ‘ |
(e) Summarize the lmplltallnns of the lack of barriers in the collection of person- €02 2
~specitic information for data privacy. N | |
Q. No 3 Attempt Any Four Parts. Each Question Carries 5 Marks. - | CO | BL
(5)7 ﬁDﬁIZLT“\.I' null-map with wrong map protection models. co3 3
(b) Compare different ty pes of data protection models commonly used in |nduslr\ - co3 2
() | Explain data anonymization, pseudonymization techniques used in Fﬁﬁ:y—- TEGET_ZV“
~enhancing models
(d) Fxplain emerging trends and advancements in K- -map research and devdopmcnl in | co .'SjI 2
~ data privacy. I R
(e) Summarize the challenges of pmtu:llon “models in dynamic and adversarial 'co3 | 2
LI'!\H“I’H}]L!'II_S_ B o o _ N i,i_ N
Q. No 4 Attempt Any Two Parts, Each Question Carries10Marks. | CO | BL
(a) Discuss in detail a real-world application where MinGen has been successfully 7 '} co 4 1 2
_implemented for data protection? |
(b) How does Mu-Argus defend against adversarial a attempts to re-identify NLYRE
individuals or infer sensitive information from anonymized datasets. \
(<) Explain the factors considered in dcltrmlnlng the level of prolttlu;n rcqmrcd for T(:C) 4 * 2
_ different types of data. 7 . l
Q.No5 ' Attempt Any Two Parts. Each Questlon Qajr!es 10 Marks - [ co TBL
(a) Correlate with facts that in an mcruxsmgl) globalized healthcare I.induapt~ how Iéo—s Ta |
do medical privacy laws address cross-border data transfers and jurisdictional ‘;
| ¥SSUCS. | |
(b)  Discuss the role and smﬁprqrul of GDPR and CCPA., on online prwauﬁ g;r};uu—u:‘ 1 CO_S:‘_"— !
(c) " Discover the legal standards and limitations surmundlng cMergency access to COS* 3
digital dal,x i
e e L P LT End of Paper ----- Seesmmmmmeeccemmsmssassessaanme———— ——————— —eu=
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